SECOLO- Secure distribution of confidential documents
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The following illustration describes a possible workflow for the secure distribution of confidential
documents from a central location to different offline locations, by using the

SECOLO Management Software!

Administration Center - SECOLO Management Center
Management of access rights and monitoring of the security container flow.

1- Enteralllocations that will receive confidential documents, into the SECOLO Management Software.
2 - Enterthe persons with access rights to the security containers into the SECOLO Management Software.
3 - Enterall security containers into the SECOLO Management Software.

The entire datais stored in a central SQL-database.

Main Distribution Center - sending confidential documents

4 - Security container taken from stock. Each container is allocated to a specific distribution center.

5 - Fill the security container with the confidential documents and close the lid.

6 - Lock the security container with card and PIN.

7 - The SECOLO Management Software will then load via radio signal the required access rights into the
container and it will automatically e-seal the container.

8 - The security container can now be shipped.

Receiving Confidential Documents
16 - Unseal the security container with the e-seal card (unseal and switch on the radio communication).
17 - Unlock the security container with card and PIN

18 - The Server starts to communicate with the security container and reads all events and stores them to the
central database.

19 - Unloading of the confidential documents into the security room.

20 - Send empty container back to the stock.

Transport

During the transport the security containers are electronically sealed and the radio signal is turned off (flight
mode)!

Each security container is send to a specific destination. It carries the access rights for the employees at the
destination. The PIN-Code will change for every transport automatically. The receiver can open the container
only by using a card and a PIN! A single usage code can be used as ,emergency code” to allow the opening of
the container in case of lost cards or other good reasons. This code is stored by the SECOLO Management
Center software and will be handed out only by authorized persons!

Receiving confidential papers at Distribution Center 1
9- Un-seal the containerin a security room upon arrival.
10- Container unlocking with card and PIN.

11- The confidential documents are being removed.

Returning security container to Main Distribution Center

12- Other confidential documents are placed in the security container to be send to the main distribution center.
13 - Container locking with card and PIN.

14 - Container e-seal with the e-seal card (seals and switches off the radio signal - flight mode).

15 - Send back to the main distribution center.
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